ARMONICO AC AC
CONSORT communities

Data Protection and Privacy Policy (UK GDPR)

1. Purpose

Armonico Consort is committed to protecting the privacy and personal information of all individuals with whom
it works. This includes participants, children and young people, parents and carers, supporters, donors, staff,
freelancers, volunteers and Trustees.

This Policy sets out the organisation's approach to complying with the UK General Data Protection Regulation
(UK GDPR), the Data Protection Act 2018 and the requirements introduced through the Data (Use and Access)
Act 2025.

The Board of Trustees recognises that effective data protection is an essential part of good governance,
safeguarding and maintaining public confidence in the charity.

2. Scope
This Policy applies to:

e Trustees;

e Employees;

e Freelancers and contractors;

e Volunteers;

¢ Anyone acting on behalf of Armonico Consort; and

o Allpersonalinformation processed by the organisation.

It applies across all areas of activity, including concerts, education programmes, fundraising, recruitment,
marketing and general administration.

3. Policy Statement
Armonico Consort will:

e process personalinformation lawfully, fairly and transparently;

o only collect information necessary for legitimate organisational purposes;
e ensure information is accurate and kept up to date;

e retain information only for as long as necessary;

e keepinformation secure and confidential;

e respectthe rights of individuals;

e maintain appropriate safeguards when sharing information;

e respond appropriately to data protection concerns and complaints; and

e ensure that staff and Trustees understand their responsibilities.
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4. Roles and Responsibilities

Board of Trustees

The Board has overall responsibility for ensuring that Armonico Consort complies with its legal obligations in
relation to data protection and privacy.

Trustees will:

e approve and review this Policy annually;

e monitor compliance through reports from senior staff;

e ensure adequate resources are available to support compliance; and
e oversee any significant data protection risks or incidents.

Director of Operations and Outreach

The Director of Operations and Outreach is responsible for overseeing the implementation of this Policy and
ensuring appropriate procedures are in place.

Responsibilities include:

e maintaining the Privacy Notice;

e responding to data protection requests and complaints;
e monitoring compliance;

e reporting significant issues to Trustees; and

e coordinating any necessary staff training.

Staff, Freelancers and Volunteers
Allindividuals working for or on behalf of Armonico Consort are responsible for:

o handling information appropriately;

e maintaining confidentiality;

e reporting concerns promptly; and

o complying with this Policy and associated procedures.

5. Data Protection Principles
Armonico Consort will ensure that personal information is:

e processed lawfully, fairly and transparently;

e collected for specified and legitimate purposes;

e adequate, relevant and limited to what is necessary;
e accurate and, where necessary, kept up to date;
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e retained only for appropriate periods;
e processed securely; and
¢ handled in a way that demonstrates accountability.

6. Lawful Processing
Armonico Consort relies on the following lawful bases for processing personal information:

¢ Contract-where processing is necessary to deliver services or programmes;

e Consent-including marketing communications and media permissions;

¢ Legal Obligation - including safeguarding, financial and employment obligations; and

¢ Legitimate Interests — where processing is necessary to support the charity's activities and does not
override individuals' rights.

Where special category information is processed, including health or safeguarding information, this will only
take place where there is a lawful basis and an appropriate condition under data protection legislation.

7. Information We Hold
Depending on the nature of our relationship with individuals, Armonico Consort may process:

e names and contact details;

e participation records;

e emergency contact information;

e donor and Gift Aid information;

¢ employment and recruitment records;

e volunteer records;

o safeguarding information;

e accessibility or medical information where necessary;
e website usage information;

e correspondence; and

e records required for legal or regulatory purposes.

8. Information Sharing
Armonico Consort does not sell personal information.
Information may be shared with:

e service providers supporting our operations;
e schools, venues and partner organisations where necessary;
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e professional advisers;
e regulatory bodies and statutory authorities; and
e emergency services where appropriate.

Information will only be shared where there is a lawful basis for doing so and appropriate safeguards are in
place.

9. Data Security

Armonico Consort will take reasonable and proportionate measures to protect personal information from
unauthorised access, loss, misuse or disclosure.

These measures include:

e secure electronic systems;

e restricted access to sensitive information;
e password protection;

e secure disposal of records; and

o staff awareness and training.

10. Data Retention
Personal information will only be retained for as long as necessary.
Typical retention periods include:

e Financial and Gift Aid records: 6-7 years;

e Recruitmentrecords: up to 6 months;

e Participation records: duration of involvement plus up to 2 years;

e Marketing records: until consent is withdrawn; and

o Safeguarding records: in accordance with safeguarding guidance and legal requirements.

11. Individual Rights
Individuals have the right to:

e access their personal information;

e request correction of inaccurate information;
e request deletion where appropriate;

e restrict processing;

e objectto processing;

e withdraw consent;
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e request data portability where applicable;
e objectto direct marketing; and
e raise concerns regarding the use of their information.

Requests should be submitted to:

hello@armonico.org.uk

Requests may also be made in writing to the registered office of Armonico Consort. Armonico Consort will
respond within the timescales required by law.

12. Data Protection Complaints
Armonico Consort is committed to dealing with data protection concerns fairly and transparently.

Individuals who believe that their information has not been handled appropriately may submit a formal
complaint.

Complaints may be made by email, telephone or in writing.
The organisation will:

e acknowledge receipt of complaints within 30 calendar days;

e investigate complaints fairly and proportionately;

o keep complainants informed of progress where appropriate;

e provide an outcome without undue delay;

o identify and implement any learning arising from complaints; and
e maintain a confidential log of complaints and outcomes.

Where complaints highlight wider organisational issues, these will be reported to the Board of Trustees.
13. Data Breaches

Any actual or suspected data breach must be reported immediately to the Director of Operations and
Outreach.

Appropriate action will be taken to:

e containthe breach;

e assess therisk to individuals;

e determine whether notification to the Information Commissioner's Office is required; and
e identify any lessons learned.

Significant breaches will be reported to Trustees.
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14. Information Commissioner's Office

Individuals who remain dissatisfied following Armonico Consort's response may contact the Information
Commissioner's Office (ICO).

The ICO is the UK's independent authority established to uphold information rights.

Website: www.ico.org.uk

Telephone: 0303 1231113
15. Training and Monitoring

Armonico Consort will ensure that appropriate data protection awareness is maintained throughout the
organisation.

Training requirements will be reviewed periodically and compliance monitored through routine management
oversight.

16. Review

This Policy will be reviewed annually by the Board of Trustees, or sooner if required by changes to legislation,
guidance or organisational practice.

This Policy and any associated operational procedures will be updated as necessary to ensure continued
compliance.

16 June 2026
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